THE Offshore AND LOW TAX JURISDICTIONS AND THEIR FUTURE 

REGIONAL CONFERENCE

HELD IN ASSOCIATION WITH THE OFFSHORE INSTITUTE

Anti-Money Laundering Compliance

Practical Due Diligence and Managing Exposure

MADRID 18TH –20TH APRIL 2001  
Samuel M. Lohman

 Lohman, Schwab, Lohman & Associes 

Attorneys at Law

11 rue Verdaine

1211 Geneva 3

Case Postale 3377, Switzerland

Phone: 41.22.317.8020

Fax: 41.22.317.8030

E-mail: lohman@lsfa-law.com
I.
Common Anti-Money Legislative and Regulatory Themes

1. Know your customer: 

One of the main tools in the fight against money laundering (and one, which is constantly referred to in all conventions, recommendations or treaties) is for the financial provider to ‘know his customer’s identity’ and to document it on an ongoing basis. This includes customer account opening declarations, copy of identity documentation, etc.

The essential for the professional provider to act reasonable under the circumstances in order to clarify the identity of the client involved.

2. Ascertain the source of the funds and the underlying reason for each transaction:

It is necessary, do what is required under the circumstances to verify the source of the assets involved and the commercial, estate, tax, and etc. planning involved in the transaction under review. 

3. All crimes are indictable, not only those related to drug dealing:

This is one of the more recent developments in the fight against money laundering. In theory, the idea is obviously a good one. However, it does lead to some problems in practice, especially as regards international assistance. This is due to the fact that: (1) crimes are not defined in the same way in each jurisdiction, and (2) certain activities may be considered criminal in certain jurisdictions and not in others, especially as regards tax legislation.

For instance, Switzerland distinguishes between administrative and criminal offenses, whereas the US does not. Therefore, certain forms of tax evasion, which would come under the definition of fraud in the US, may only be considered an administrative offense in Switzerland, thus leading to problems between the two countries in the context of a request for assistance. 

4. Professional Providers included:

Money laundering compliance is no longer limited to the banking sector. All financial intermediaries are becoming affected and therefore responsible under the due diligence and compliance obligations of relevant law and regulation.  This is one of the main aspects of the new Swiss legislation, which we shall be discussing hereunder.

5. Compulsory reporting of suspicious activity:

Rather than voluntary (or no) reporting compulsory reporting of suspicious activity to the criminal authorities is now becoming the rule. Suspicious activity can be defined as a situation in which a ‘red flag’ is raised.
 

6. Mutual Legal Assistance:

The other main developments are the intensification of international cooperation and monitoring of new techniques, etc. The growing uses of mutual legal assistance treaties (as well as informal means) to facilitate the sharing of information amongst Governments relevant to criminal investigations and prosecutions.

7. Focus on Other Professional Providers

There is a growing focus on accountants and lawyers who work in the international financial service sector. 

II.
International co-operation

1. United Nations:

The main effort of the UN in regards to combating money laundering is the United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances, which was adopted in December 1988 during a plenipotentiary conference held in Vienna. The Convention came into force on November 11, 1990, after the required number of countries ratified it (in this case, twenty). Today, over 100 countries are parties to the Convention.

The Convention was instrumental in setting the standard for all countries in regards to money laundering. It requires all signatories: (1) to make money laundering a criminal offence, (2) to eliminate any legislation impeding cooperation on investigations (such as bank secrecy laws, for instance), and (3) to facilitate the identification, tracking, seizure and forfeiture of the proceeds of narcotics trafficking.

In November 1994, a UN conference on Organized Crime was held in Naples, Italy. The result of the conference was the ‘Naples Declaration’, which are a statement as well as the definition of future strategy in the field of the fight against organized crime. The recommendations of the conference were that nations must: (1) make money laundering a criminal offence, (2) limit secrecy laws, (3) enact legislation in regards to customer identification and reporting of suspicious activity, (4) provide suitable indemnification for financial intermediaries complying with reporting obligations, (5) extend the scope of the legislation to cover all financial intermediaries (as opposed to the banking sector only), and (6) regulate seizure of assets.

The Naples conferences also requested that the UN Commission on Crime Prevention and Criminal Justice investigate the impact of a convention against organized crime.

As mentioned above, in 1998 the UN issued its important report on financial havens, bank secrecy and money laundering. The report addresses issues relating to banking secrecy in an abundant manner. At the conclusion of the report, the following is noted (in summary):

a) More than ninety jurisdictions offer banking secrecy. Some of these have signed mutual legal assistance treaties and others have not.

b) There is agreement on the need to protect the privacy rights of individuals.

c) Persons with substantial wealth are targets for criminals. Equally, issues arise when governments are involved in human rights violations. Political freedom may depend on the individual’s ability to hide information from a Government.

d) Privacy has been impacted by electronic commerce. Such makes it potentially possible for persons around the world to access sensitive information. 

e) When the issue of legal accountability is at stake, the right to privacy must give way. Bank secrecy laws in a number of financial centers should be considered using the same balancing test, based on whether laws protect real privacy interest or protect account holder against accountability under the law. More often real protection is against legal accountability, not against an improper invasion of privacy.

f) There is no public machinery for tracking or policing the international banking networks against unauthorized disclosure every time depends on the private efforts of the bank.

g) The debate over bank secrecy is concurring with the global debate about the issue of personal privacy and data protection.

h) It may be time for a broad international convention on all the outstanding privacy issues, including both electronic information exchange and the banking privacy question. The convention could address banking privacy questions, such as:

(i) Which financial banking information should be protected?

(ii) With banks, should protection cover all information with respect to the account, or some?

(iii) How long should the protection run?

(iv) How should credit card information be treated?

(v) How should securities account information be treated?

(vi) Are all kinds of accounts to be treated the same level of protection?

(vii) What is the objective of the protection?

(viii) What uses of the bank information are permitted?

(ix) What remedies should the account holder have?

(x) How should private efforts to penetrate bank security be treated?

2. INTERPOL:

The International Criminal Police Organization (INTERPOL) is an intergovernmental organization, based in France, which coordinates international criminal investigations and helps police in separate countries exchange information to fight international crime. To date, more than 150 nations are members.

INTERPOL has developed model legislation in regards to facilitating the obtaining of evidence required to forfeit the proceeds of criminal activity. The UN as an addendum to its 1988 Convention has adopted this model legislation. INTERPOL maintains contacts with most other organs interested in the fight against money laundering, including for instance, the FATF or FinCEN (each discussed in more detail below).

In October 1995, INTERPOL adopted its first resolution against money laundering in the course of its annual session, held in Peking. The resolution calls for member states to undertake to: (1) make laundering a criminal offence, (2) regulate the seizure of the proceeds of laundering, (3) regulate the reporting of suspicious transactions, (4) regulate the retention of records by financial intermediaries over at least five years, (5) encourage international assistance, and (6) make money laundering an extraditable offence.

Since 1995, FinCEN and INTERPOL have been involved in assessing money laundering in the countries constituting the former Eastern block.

3. FATF (Financial Action Task Force, hereinafter ‘FATF’):

The FATF was established during the July 1989 Paris Economic Summit by the leaders of the G7 countries. Its purpose was to promote an international approach to combating drug related money laundering. The task force reviewed existing tools and made 40 recommendations on the manner in which each country within the FATF could adapt its legal and regulatory system to meet the standards, which had been agreed upon.

FATF members consist of 26 jurisdictions and two international organizations. Its membership includes the major financial center countries in Europe, North America and Asia. The Gulf Cooperation Council and the European Commission are also members.

The FATF 40 Recommendations focus on three categories: (1) banking law, (2) criminal, and (3) international cooperation. These are the product of the first FATF meeting and are spelt out in the initial 1990 FTAF report. At the third conference, FATF members established four goals where were to: 

a) Evaluate members’ progress in implementing FATF recommendations.

b) Expand membership to include other governments, organizations so as to ensure adoption and implementation of the recommendations.

c) Monitor developments in money laundering techniques and advise on the appropriate countermeasures as well as to promote the exchange of information between members.

d) Facilitate international cooperation as regards combating money laundering.

A total of nine meetings have taken place so far and the original Recommendations have been revised once. All member countries have now legislation in compliance with the Recommendations.  The FATF is now focusing on the evaluation of the effectiveness of the enacted legislation.

The FATF, which was originally due to disbanded in 1999, has obtained a five-year renewal of its mandate. 

FATF 1998-1999 Report on Money Laundering Typologies was issued on February 11, 1999. In this its latest report, law enforcement experts focused on several specific issues. Which included:

a) Current status of FATF member. The implementation of suspicious activity report and financial intelligence units (FIUs) and mandatory suspicious transaction reporting regimes make detecting new money laundering methods easier. Further, the ability of FIUs to share information has dramatically increased.

b) Offshore financial centers and non- cooperative jurisdictions. Particular jurisdictions have failed to provide information or judicial assistance upon request. 

c) Vulnerabilities of new payment technologies. Rapid development and acceptance of smart cards, online banking, and e-cash continue to be the hallmark of new payment technologies. Without adequate supervision these new technologies will be vulnerable to money laundering activities.

d) The potential use of the gold market in money laundering operations. Gold market laundering schemes are prevalent.

e) There is an increasing trend for professional service providers (accountants, attorneys, company formation agents, and others) to be associates with more complex laundering operations.

f) The use of large denomination bank notes.

g) Potential implications of the Euro currency changeover.

4. Basle Committee on Banking Regulation and Supervisory Practices :

The Basle Committee was one of the first international organizations to appear in 1988 in regards to money laundering. Its purpose is to encourage banks to undertake to know their customers, to spot suspicious transactions and to cooperate fully with law enforcement authorities. Banks must also adhere to applicable laws and conduct business according to high ethical standards.

The Basle Committee strongly encourages the international banking community towards a coordinated approach towards dealing with money laundering.

In June of 1996, representatives from 140 countries at the International Conference of Banking Supervisors incorporated into a report by the Basle Committee 29 recommendations designed to strengthen the effectiveness o supervision of banks operating outside their national boundaries. The recommendations included provision for on-site inspections. Guidelines were issued for determining the effectiveness of home country supervision, for monitoring supervisory standards in host country, and for dealing with corporate structure that create potential supervisory gaps. The level of compliance that has been achieved is being assessed.

5. Council of Europe :

On September 8, 1990, the Committee of Ministers of the Council of Europe adopted the Convention on Laundering, Search, Seizure and Confiscation of Proceeds of Crime. This Convention complements the UN convention of 1988 (previously discussed herein). However, the difference between the two is that the Convention of 1990 exceeds the scope of narcotics, so that all proceeds of criminal activity fall within its scope.

The Convention calls upon signatories to criminalize money laundering and to facilitate investigations and confiscation of proceeds and property derived from criminal activity. It also requests that measures be enacted so as to require financial institutions to surrender records in cases where money laundering is suspected.  

The principal novelty of the Convention was to criminalize laundering for offences unrelated to drug trafficking.

We understand that  the Convention has been signed by 24 nations and has been ratified by 8 of them (Bulgaria, Finland, Italy, Lithuania, Holland, Norway, Switzerland and the U.K.).

6. European Union :

On June 10, 1991, the European Community’s Ministers for Economy and Finance issued a directive on Money Laundering. This directive complements, and sometimes exceeds, the FATF 40 Recommendations. For instance, it required member countries to adopt implementing legislation no later than January 1, 1993. Also, its scope could exceed that of drug related offenses. The directive also required mandatory reporting of suspicious transactions (which is not included in the 40 Recommendations).

The European Union is active in amending and updating the original anti-money laundering directive. 
7. Organization of American States

In 1986 the OAS was  one of the first organizations to tackle the problem of anti-money laundering. Accordingly, the OAS countries formed a regional Inter-American Drug Abuse Control Commission (hereinafter referred to as ‘CICAD’).

In December 1995, a ministerial conference was held in Buenos Aires. The participants endorsed a Communiqué at the conclusion of the conference. The Communiqué  set forth a series of actions, which each country undertook  (in the areas of law, regulations and law enforcement) to establish an effective anti-money laundering program.

In October 1997, the CICAD Experts Group met in Santiago, Chile. On this occasion, the Experts’ Group made a series of recommendations, which were adopted by CICAD in November 1997. The main points of the recommendations were : (1) to encourage the amendment of the OAS Model Regulations on money laundering so as to encourage governments to establish financial intelligence units, (2) to formulate a comprehensive training and technical assistance plan to assist governments in their efforts to implement provisions as stated in the 1995 Buenos Aires communiqué plan of action and (3) to harmonize the OAS Model Regulations with the provisions of the Buenos Aires communiqué plan of action.

8. Caribbean Financial Action Task Force

The Caribbean Financial Action Task Force (hereinafter referred to as ‘CFATF’) is an organization of states in the Caribbean, which was established as a result, of meetings convened in Aruba in 1990 and in Jamaica in November 1992.

During these meetings the participants agreed to develop a common approach towards money laundering. Nineteen recommendations specific to the region were accordingly formulated. They were meant to complement the forty recommendations of the FATF.

In October 1996, the CFTAF adopted a Memorandum of Understanding, which defines the organization’s purpose, objectives and membership requirements. Five FATF members (the UK, the US, CANADA, France and the Netherlands) support it. It functions in an analogous manner as the FATF. Currently, mutual evaluations are being conducted, etc.

In any event, the CFATF is expected to play a leading role in the implementation of the joint EU-US anti money laundering training and technical assistance initiative for the Caribbean.

9. Gulf Co-operation Council (hereinafter referred to as ‘GCC’) :

The Cooperation Council for the Arab States of the Gulf was founded 1981 to promote coordination amongst members, especially in matters of economic and financial affairs, commerce and education.

In recent years, the GCC has been making efforts to deal with money laundering. The GCC has joined the FATF in 1990. However, by 1994, none of the member countries had passed legislation regarding money laundering.

8. Offshore Group of Banking Supervisors (hereinafter “OGBS”)

The OGBS is composed of about half of the international banking centers. It has reached an agreement with the FTAF on ways to evaluate the effectiveness of the money laundering laws and policies of its members. 

9. United Kingdom:

a) Review of Financial Centres

An initiative by the United Kingdom closed Montserrat’s “brass plate” banks and commissioned Coopers and Lybrand to examine offshore financial services in the dependent territories. The resulting Gallagher Report proposed specific reforms in the major jurisdictions. 

b) Channel Islands

An announcement by the British Government in early 1998 that it is reviewing regulations in Jersey, Guernsey and the Isle of Man, assessing how report of “suspicious transactions” are handled, and examining the willingness and ability of the authorities to secure prosecutions in financial crimes. At the same time the government sent a message to its crown dependencies in the Caribbean to clean up their financial services. 

10. The United States Selected Developments:

a) State Department: 1998 Report

The State Department’s International Narcotics Control Strategy Report, released in March of 1998
, gives assessment of whether or not bank secrecy can be lifted to facilitate criminal investigations at the domestic and international levels.

The countries that are listed as (1) not having laws mandating banks to cooperate with domestic law enforcement investigation into money laundering or (2) are unwilling to lift bank secrecy, and (3) lack laws permitting or requiring banks to cooperate with investigation by third party Governments through sharing records and making available financial data
: are Afghanistan, Belarus, Belize, Bolivia, Cuba, El Salvador, Guatemala, Guyana, Haiti, Laos, Lebanon, Morocco, Mozambique, Nauru, South Africa, Thailand, and Vanuatu. In addition, Albania, Armenia, Azerbaijan, Bulgaria, Cote D’Ivoire, Estonia, Gibraltar, Kazakhstan, Kuwait, Kyrgyzstan, Moldova, Nicaragua, Paraine, and Uzbekistan.

b) State Department: 1999 Report (to be discussed)

c) Fence:

Late September of 1998 issued final regulation on “Phase II” Currency Transactions Reporting Exemptions, which took effect October 21, 1998.

d) Withdrawal of KYC

In December of 1998, the Federal Reserve Board, Federal Deposit Insurance Corporation, Office of the Comptroller of the Currency, and Office of Thrift Supervision published proposed Know Your Customer regulations for comment.

Critics of the proposed regulations were successful in having the proposed “KYC” rules withdrawn
 by the Agencies involved. Encouraged by their success, the opponents of the proposed regulations are now focusing on suspicious activity reporting regulations that have been in place in the United States since April of 1996.

e)
November 1999 US Senate Hearings on Private Banking.

III.
Swiss Notions of Secrecy and Privacy:

Switzerland has been a role model in this regard to banking secrecy. Swiss law does not protect only the now famous (or infamous) banking secrecy, but also other aspects of privacy, such as business privacy.

It is a fact that banking secrecy has been under increasing pressure over the last few years as a result many different factors. First, the recognition that banks are often used as instruments for money laundering. Also, the recent Nazi gold scandal has also given rise to widespread criticism of the Swiss secrecy laws. However, anybody with any experience of the country will tell you that secrecy is indeed very deeply rooted in the Swiss way of thinking. To the Swiss, secrecy is a fundamental right that extends to everyone and covers every aspect of professional, financial, and private life.

This concept is clearly reflected in current Swiss domestic legislation as well as in the international treaties to which Switzerland is a party.

Of course, secrecy can never be absolute. To summarize the Swiss approach, it can be said that secrecy is the principle and that any exceptions to it must be strictly regulated. 

The purpose of this section is to provide the reader with a brief insight as to the development of the Swiss legislation as regards anti-money laundering since its inception in 1990 and to place particular emphasis on the new legislation enacted this year, which is one of the most aggressive instances of anti-money laundering in the world today. We have also sought to provide practical insight as to the mechanisms of this legislation as well as an assessment of its impact after its first few months of its application.

One of the world’s main financial service centres, Switzerland has also been one of the most active in the area of anti money laundering legislation. As early as 1991-2, the banking sector elaborated and implemented a due diligence convention, based upon the 40 Recommendations of the FATF as well as the EC Directive of 1991. At the same time, the banking sector’s supervisory authority, the Federal Banking Commission also enacted a directive 91/3 which sets forth the obligations of the banks as regards dealing with customer identification, identifying and reporting suspicious transactions and the like.

Switzerland’s efforts have not been limited to the banking sector, since in August 1990, two articles were introduces into the Swiss Criminal Code (Code Pénal Suisse), namely Article 305bis on anti money laundering and Article 305ter on facilitation. In August 1994, a second paragraph was added to Article 305ter, which gave the right to report any seemingly suspicious activity to the competent criminal prosecution authorities.

Up to April of 1998, this constituted the Swiss arsenal against money laundering. On April 1st, 1998, however, a new statute on the Fight against money laundering in the financial sector of October 10, 1997 (loi sur le blanchiment – hereinafter referred to as ‘LBA’) was enacted. The 40 Recommendations of the Financial Action Task Force and the EC Directive of 1991  (the ‘Directive’) again provide the background of the new statute. In fact, one of the purposes of the new law is to transpose into Swiss domestic law the said Directive.

The thrust of the LBA is to ensure that all professional providers within the financial service sector are held to the same standard of compliance as the banking sector (as set forth in the Due Diligence Convention of the Swiss Bankers’ Association of 1992 as well as in the circular 91/3 of the Federal Banking Commission). However, since the EC Directive (and thus, the LBA) goes beyond the prevailing standards of compliance, the Swiss Bankers Association as well as the Federal Banking Commission is in the process of adapting their standards.

1. International Conventions:

a) The Hague convention on Taking Evidence Abroad in Civil or Commercial Matters:

The Hague convention on Taking Evidence Abroad in Civil or Commercial Matters of March 18th, 1970 has been applicable in Switzerland as of January 1st, 1995. The United States is also a party to the treaty.

Swiss authorities apply this treaty to the exclusion of any other provisions in cases arising between parties to the Convention. The Convention defines a standard procedure for gathering evidence abroad, which is by way of letters rogatory, to be executed by the competent authorities of the country to which the request is sent. It is also possible for diplomatic or consular agents to execute the request, provided however; prior authorization from local authorities has been sought and obtained.

Thus, under the terms of the Convention, unless prior consent is obtained from competent authorities in the host country, a direct order from a foreign court authority cannot be recognized or implemented in the host country.

b) The European Convention on Mutual Crime Matters of 1959 and Federal Statute on International Judicial Assistance in Criminal Matters
:

The European Convention on Mutual Crime Matters of 1959 and Federal Statute on International Judicial Assistance in Criminal Matters of March 20, 1981 have been effective as of January 1st, 1983.

Switzerland will grant assistance on the condition that the offenses under investigation must also be an offense in Switzerland as well. This is referred to as the requirement of “dual criminality”.

Dual criminality may be found in situations such as Insider Trading, Market Manipulation, Tax Fraud (but not simple tax evasion, which is considered in Switzerland as an administrative offense).

2. Bilateral and multi-lateral treaties:

a) Treaty with the US Swiss‑American Treaty on Legal Assistance in Criminal Matters


This treaty was signed in 1973 and became effective as of January 1st, 1977.

It contains a list of offenses in which the Swiss will cooperate, provide information and thus, if applicable, lift secrecy. The list includes, amongst others, murder, manslaughter, willful nonsupport or abandonment of a minor, robbery, embezzlement; misapplication or misuse of funds, extortion; blackmail, receiving or transporting money, securities or other property knowing the same to have been embezzled, stolen, or fraudulently obtained, fraud (including obtaining property, services, money, or securities by false pretenses or by defrauding, by means of deceit, falsehood, or any fraudulent means), fraud against the requesting  state,  its  states or cantons or municipalities, fraud   or  breach  of  trust  committed  by  any person; use of the mails  or other means of communication with intent to defraud or deceive, as punishable under the laws of the requesting state as well as fraudulent bankruptcy. 

3. Swiss domestic law:

a) Civil 


(i) Federal Code of Obligations:

Switzerland, as a Civil law country, has codified its laws in the form of several Codes and laws, amongst which the Federal Code of Obligations (hereinafter referred to as ‘the Code of Obligations’), which regulates (amongst other things) the most common contractual relations. 

Article 398 of the Code of Obligations deals with the responsibility of the agent in the ‘mandate’ relationship. Under general principles of mandate law, the agent is obliged to treat the affairs of its principles as confidential and protected by secrecy. It is a part of the responsibility for a good and true execution of the mandate.

Although Swiss law does not have the equivalent of the common law concept of ‘breach of contract’; a principal seeking compensation for violation of the mandate agreement may claim injunctive relief and damages. 

In Switzerland, banks and fiduciaries are considered as having a mandate relationship with their clients and are thus subject to the provisions of Article 398 of the Code of Obligations.


(ii) Civil Code:

Articles 27 and ff. of the Civil Code protect what is termed the ‘private sphere of an individual’. 

Article 28 para. 1 accordingly provides: 

"Whoever suffers an illegal offence against his person is entitled to request from the judge assistance from anyone joining in the offence"

The Swiss Federal Tribunal
 has long recognized that the private sphere of a person included information relating to his/her financial affairs and personal fortune. In addition, Swiss legal commentators agree that confidential information obtained by a bank or a fiduciary (in fact, an agent) regarding its clients and their financial affairs are protected by the foregoing Articles.

Sanctions for violating Article 28 range from injunctive relief to the award of damages.

b) Criminal

1. Article 47 Federal Banking Act of 1934 

Article 47 does not provide a definition for what is meant by banking secrecy. However, it is agreed that:             

A bank must not disclose anything that may in any way harm the interests of a customer of the bank or impinge upon his / her  / its right to confidentiality; in addition, the bank must keep confidential: 

1. Any identification of an individual or company as being a customer or the bank is per se in violation of banking secrecy;

1. All contacts with the customer, even in the case of a casual over‑the‑counter transaction; 

1. Information given by the customer on his  / her  / its economic situation, relationship with other banks or third parties;

1. Information obtained concerning transactions of third parties executed in other banks.

1. Article 271 of Swiss Criminal Code

Article 271 of the Swiss Criminal Code (unlawful activity on behalf of a foreign state) reads as follows:

(a) Whoever engages on Swiss territory in activities of an official nature without prior authorization

Whoever engages in such activity on behalf of a foreign party or another foreign organization

Whoever favours such activity,

Shall be punished by imprisonment, and in serious cases, by reclusion
.

(b) Whoever, through use of violence, malice or threat, abducts an individual from Swiss territory and transports him to a foreign country to bring him before an authority, a party or another foreign organization, or to put his life or health in danger,

Shall be punished by reclusion.

Reclusion or imprisonment shall punish whoever prepares such abduction.
Article 271 PC prohibits foreign authorities and litigants to gather evidence on Swiss territory; this is considered as a violation of Swiss sovereignty. There are instances in which lawyers or foreign civil servants have been arrested and the evidence gathered confiscated, for violation of Article 271. The constant position of the Federal Tribunal has been that any individual participating in providing evidence to a foreign authority was indictable under Article 271, unless the request had been made (and granted) through the proper channels. Thus a fiduciary participating in such activities would be indictable under this article.

1. Article 273 of Swiss Criminal Code

Article 273 of the Swiss Criminal Code (Economic intelligence service) reads as follows:


‘Whoever attempts to discover a manufacturing or business secret in order to make it accessible to an official or private organization, or to a foreign company, or to its agents,


Whoever discloses a manufacturing or business secret to make it accessible to an official or private organization, or to a foreign company, or to its agents,


Shall be punished with imprisonment or, in serious cases, reclusion. The judge may also sentence the offender to a fine.’
Article 273 of the PC prohibits disclosure of information not available to the public to foreign authorities other than through the channel of judicial assistance. It protects the interests of the Swiss State, in so far as individuals and entities on Swiss territory must be protected from disclosure in economic matters.

The Federal Tribunal defines a manufacturing or a business secret as any economic element, which an interested party wishes to maintain secret and the secrecy of which it has a legitimate interest to maintain.

1. Article 162 of Swiss Criminal Code

Article 162 of the Swiss Criminal Code (Violation of manufacturing and business secrecy) reads as follows:


‘Whoever discloses secrets of fabrication or a business secret, which he was under a legal or contractual obligation to keep,


Whoever uses this disclosure to his own profit or to that of a third party,


Will be, if a complaint is filed, punished by imprisonment or a fine.’
Article 162 applies regardless of whether the interests of Swiss economy are at stake or not (as opposed to Article 273 here above). In this context, the federal Tribunal defines a business secret very broadly, as any information, which could have an effect on the business result. A manufacturing secret is defined as methods and means of fabrication which are not accessible to the public and which are of great value to their owners.

Thus a fiduciary disclosing a business secret belonging to its principal would be indictable under the provisions of Article 162 of the Swiss Criminal Code.

1. Article 320 of the Criminal Code

Administrative bodies are also governed by very strict rules as regards secrecy. Article 320 of the Criminal Code, which reads as follows, protects official secrecy:

‘1. That discloses a secret which will have learnt of as a member of an authority or as a civil servant, or of which he became knowledgeable due to his function or work, shall be punishable by imprisonment or reclusion.

The disclosure remains punishable after the end of the service or work contact.

2. The disclosure shall not be punishable if it was made with the consent of the superior authority.’
1. Article 321 Professional Secrecy 

c)
 Main characteristics of the new law.

a) The drafting and enactment of the LBA has been characterized by its speed, most unusual for Switzerland. It was drafted with far less regard than usually for the ‘procedure of consultation’ (the discussion of the content of any new law before all interested parties), and enacted very quickly (barely 6 months – as a comparison, the first drafts of the revised law on joint stock corporations preceded by 10 years the enactment of the law itself in 1992). The fact that the LBA was accepted by Parliament on October 10, 1997, at the height of the Nazi Gold controversy, is probably not unrelated to this haste.

b) On the model of the Bankers Association’s Due Diligence Convention of 1992, the LBA provides a legislative framework for self-regulation by financial intermediaries. They are free to organize their own supervisory bodies.

                  Exception: lawyers, notaries are obliged to do so (art. 14 al. 3 LBA)

c) The LBA does not aim to bring a criminal solution to money laundering. It has been drafted as a Federal administrative law. An interesting consequence of this choice is that the sanctions it carries can be imposed on entities as well as individuals (such is not the case under criminal law, esp. art. 305 bis and 305 ter of the Swiss Criminal Code). Also, sanctions can be of a ‘corporate’ nature, and include dissolution of the culpable entity.

d) The LBA is applicable to individuals and entities acting professionally (which means they are remunerated for their activities) as financial intermediaries. These are defined as any individuals or entities that professionally, i.e. for a fee, accept safe keep or assist in administering or transferring assets belonging to third parties (art. 2 para. 1 LBA).

e) It is a subsidiary law in so far as it is not applicable to individuals or entities, which are already regulated by specific laws (i.e. banks, dealers in life insurance, etc.) (Art. 2 LBA). Further, not all activities in the financial services sector are concerned. For instance, traditional accountancy or auditing services is not, due to their retroactive nature. Also, lawyers or notaries acting in the context of a ‘traditional’ attorney-client relationship are not to be subject to the LBA.

(i) Self-regulation.
The LBA provides that financial intermediaries must be supervised as far as the application of the LBA is concerned. The law mentions three possible types of supervision:

a) The professionals already subject to specific provisions as regards supervision are to retain their present form of supervision (i.e. the federal banking commission for the banks, etc.).

b) LBA supervision is exercised by a private supervisory association (referred to as ‘organismes d’autorégulation’ – hereinafter ‘OARs’). Any sufficiently important group of professionals can found its own OAR, which must be recognized and authorized and supervised on an ongoing basis by the Federal Control Authority, a part of the Federal Administration of Finances (the Treasury) (art. 18 §1 lt b LBA). 

c) The Federal Control Authority, in all cases exercises LBA supervision directly on the intermediaries where financial intermediaries have not joined any OAR (art 18 §1 lt b LBA). The compliance rules are to be set forth in a federal decree by the summer of 1998.

(ii) The obligations of the financial intermediaries under the new law :

a) The LBA defines the obligations of due diligence very broadly. They are classified in two categories: obligations of due diligence (art. 3 – 7 LBA) and obligation of reporting (art. 9 – 11 LBA).

b) Mentioned as obligations of due diligence are :

1. The verification of the customer’s identity (possibly the beneficial owner’s) on an ongoing basis.

2. The clarification of any given transaction or business relationship if the same looks unusual or if there are elements which would lead to think that assets originate from criminal activities or a criminal organization.

3. The establishment and safekeeping of documentation so as to be in a position to satisfy any requests for information from criminal authorities.

(iii)
Report and Block Assets:

The obligation of reporting to the Office of communication (part of the Federal Office for Police Matters) exists as soon as a financial intermediary, in the course of a existing business relationship, has what is referred to as a ‘founded suspicion’ that the assets he has control over are either related to an offence under Art. 305 bis of the Swiss Criminal Code or that a criminal organization under art. 260 ter nr. 1 of the Swiss Criminal Code has a power of disposition over them. In this case, the financial intermediary must report his suspicion to the Communication office regarding money laundering (Art. 9 LBA). The Communication office has devised a form, which is available of their website and which the individual/entity reporting must complete and file with certain attachments. 

Lawyers and notaries are not subject to this obligation in so far as they are subject to professional secrecy. The author of a reasonable report is theoretically protected from liability towards his client, if the report proves to be unfounded after investigation (art. 11 LBA). 

Apart from the obligation to report, there is also an obligation to block the assets until a formal decision has been received from the competent criminal authority or at the most over a period of five workable days (art. 10 LBA). In practice, the Federal Office for Police Matters, on receipt of a report, makes immediate contact with the financial intermediary and advises him of the expiry date.

(iii) International administrative co-operation, and status after the first months of application.

All existing Swiss authorities as well as those created under the LBA are entitled to share any information, which can assist in the application of the LBA. 

Further, information can be shared with foreign financial supervisory authorities, at certain conditions, namely that the information must be used for the sole purpose of the supervision of the financial intermediaries, that they are subject to obligations of confidentiality, and that sharing the information is sanctioned by law or an international treaty. 

The obligation to report has been applicable to all financial intermediaries as of April 1st 1998. From the latest statistics published last September, it appears that 79 reports were received, of which two thirds were forwarded to the criminal prosecution authorities. The main financial centers (Geneva, Zurich and Lugano) provided for around 70% of the reports, which were forwarded. 84,9 % of the reports originated from banks.

The OARs must ask for authorization within a year of the entry into force of the LBA. The intermediaries have two years to register with one of the OARs. At this point, according to the Federal Control Authority, only six future OARs have filed preliminary requests for authorization. Indeed, no formal requests have yet been filed. The (provisional) requests emanated either from certain groups of professionals, or from all financial intermediaries in a given geographical area. The Authority is under the impression that most financial intermediaries are going to chose to be subjected directly to it, in the hope that it will not have the capacity to control them all. The future will tell us whether their impression is founded.

Appendix 1

Samuel M. Lohman’s key steps to establishing an Anti-Money Laundering Compliance Program should include:

1. Gathering compliance information, including applicable domestic and foreign laws and regulations, from relevant governmental agencies, trade and specialized journals, associations, private organizations, lawyers, consultants, etc.

2. Developing an internal policy and procedures manual that includes standards and procedures to comply with applicable laws and regulation and reduce the prospect of criminal abuse. Procedures should address opening new accounts, monitoring existing accounts, hiring and training employees, information flows, dealing with governmental representative, and separate audit function to regularly test the program’s effectiveness.

3. Adapting the program to all areas of operations, considering the jurisdictions, products and customers in and for which the organization is active. Affiliates should develop and adapt ion of the master program to meet specific local needs.

4. Educating personnel on money laundering controls through steps that effectively communicate standards and procedures to all employees and other agents. These can include training programs or the dissemination of publications or electronic material that explain in practical terms what is required under the relevant laws. 

5. Taking steps to achieve program standards by utilizing monitoring and accounting systems designed to detect criminal or non-compliant conduct by employees and by having in place and publicizing a system whereby employees can report criminal and con-compliant conduct within the organization without fear of retribution.

6. Enforcing standards consistently through appropriate disciplinary mechanisms, including as appropriate, discipline of individuals responsible for the failure to detect an offence or perform a required duty.

7. Ensuring that the program is sensitive to traditional notions of fiduciary responsibility to clients, principle / agent relations, confidentiality, secrecy, and the like. 

8. Taking steps to respond to detected offences and to prevent future similar offences.

9. Evaluating the need to update or modify the program based on new and existing client account activity, the effectiveness of compliance efforts, and changes in legislative and regulatory developments. Compliance officers should attend relevant conferences, and subscribe to relevant periodicals to keep abreast of changes in the laundering control environment.

� Samuel M. Lohman is an international lawyer specializing in servicing the needs of high net worth individuals, private / public corporations, banks, fiduciaries, and other professional providers. His particular areas of emphasis are anti money laundering compliance (government and private sector), international structuring and commercial / contractual relationships. In regards to anti-money laundering, Mr. Lohman audits existing client relationships, reviews proposed relationships, advises on compliance, suspicious transaction reporting, mutual legal assistance, and related matters. In addition, he conceptualises, implements, and ensures proper on-going administration of strategic international on and offshore commercial, asset protection, and estate planning / structures. He is on the Editorial Board of Advisors of Money Laundering Alert (leading publication on the subject) and is an appointed expert in the areas of Anti-Money Laundering and Banking Secrecy. Among other things, he is an Executive Committee of the Offshore Institute and maintains memberships in the Oregon, American, and International bar Associations as well as registration with the Geneva bar Association as a foreign lawyer authorized to carry out the practice of law. 


� In its Recommendations, the FATF lists such  ‘red flags’. However, experience is an important tool in the arsenal of spotting the would be money laundering. Today there exist many novice practioners who have been schooled in areas of regulation and compliance. In the extreme the client risks being viewed as the enemy and professional providers view their roles as police officers. 





� See United States of America, Department of State, International Narcotics Control Strategy Report (March 1998), pp. 160-165.





� Belize is excluded from the last category.





� One cannot help but note the irony in having the very rules which the United States has advocated be put into place in financial centers throughout the world, be successfully rejected by the business community in the United States. I dare say, financial service jurisdictions that were quick to implement the FATF 40 recommendations to their short-term detriment can now be proud (and a little upset as well).





� The latter is technically domestic law.


� Switzerland’s supreme judicial authority based in Lausanne.








� Imprisonment is a sentence ranging from 3 days to 3 years in jail, while reclusion is a sentence from 1 to 20 years in jail.
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